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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
TR 33.854, Study on security aspects of Unmanned Aerial Systems (UAS) 
3
Rationale

The UAV broadcasts different messages during the flight time but if the same ID is used by a UAV for a certain period of time, it is possible to track and identify the source of the message.

It should be noted that, in broadcast mode, any entity can receive the messages and who should receive the messages is not managed (i.e. it is not known who is listening), which increases the privacy needs for broadcast messages.

An adversary that is capable of connecting and linking broadcast identities to a real or a long-term UAV endpoint identity will be able to track and trace the endpoint in space and time. Such trackability and linkability will lead to privacy attack on UAV endpoint that transmits the broadcast messages.
Other services like V2X, where the UE is broadcasting messages already support privacy to avoid the above issues.
4
Detailed proposal

Begin of Changes

5.5
Key issue #5: Privacy protection of UAS identities
5.5.1
Key issue details 

3GPP system will enable UAV and UAV-C to transmit identities and other potentially sensitive information (e.g., UE capability of the UAV controller, position, owner identity, owner address, owner contact details, owner certification, UAV operator identity, UAV operator license, UAV operator certification, UAV pilot identity, UAV pilot license, UAV pilot certification and flight plan). The 3GPP system will enable UAV or UAV controller to preserve the privacy of UAS identities when transmitted over broadcast or towards USS/UTM.

TR 22.125 [2] in Clause 5.1
General has the following requirements:

[R-5.1-002] The 3GPP system shall be able to provide UTM with the identity/identities of a UAS.

[R-5.1-003] The 3GPP system shall enable a UAS to send UTM the UAV data which can contain: unique identity (this may be a 3GPP identity), UE capability of the UAV, make & model, serial number, take-off weight, position, owner identity, owner address, owner contact details, owner certification, take-off location, mission type, route data, operating status.

[R-5.1-004] The 3GPP system shall enable a UAS to send UTM the UAV controller data which can contain: unique identity (this may be a 3GPP identity), UE capability of the UAV controller, position, owner identity, owner address, owner contact details, owner certification, UAV operator identity, UAV operator license, UAV operator certification, UAV pilot identity, UAV pilot license, UAV pilot certification and flight plan.

[R-5.1-007] Based on regulations and security protection, the 3GPP system shall enable a UAS to send UTM the identifiers which can be: IMEI, MSISDN, or IMSI, or IP address.

[R-5.1-008] The 3GPP system shall enable a UE in a UAS to send the following identifiers to a UTM: IMEI, MSISDN, or IMSI, or IP address

TS 22.125 [2] in Clause 5.2.2, Decentralized UAS traffic management, has the following requirement:

[R-5.2.2-003] The 3GPP system shall enable UAV to preserve the privacy of the owner of the UAV, UAV pilot, and the UAV operator in its broadcast of identity information.

TS 22.125 [2] in Clause 5.4,
 Security, has the following requirement:

[R-5.4-005] The 3GPP system shall support confidentiality protection of identities related to the UAS and personally identifiable information.

With support of a 3GPP system studied and reported in TR23.754 [x1], the following identities are being defined with respect to UAS Remote Identification:

· CAA-level UAV ID assigned by USS/UTM and used for Remote Identification and Tracking. 

· 3GPP UAV ID assigned and used by the 3GPP system to identify the UAV

This key issue studies whether security solutions for 3GPP systems are required to protect the CAA-Level UAV ID, 3GPP UAV ID, and/or other information (e.g. locations etc.) for privacy. 
5.5.2
Threats

If an attacker can glean the UAV and UAV-C identities and other information while transmitted, such attacker can maliciously employ the knowledge of UAV and UAV-C identities to mount privacy attacks on UAV and UAV-C (e.g., tracking attack). For example, an attacker may be able to collect and analyze flight information of a particular UAS operations revealing sensitive business practices, such as the flight profile of an individual UAS over time (see FAA's proposed rule on Remote Identification of Unmanned Aircraft Systems [5]).
5.5.3
Potential security requirements 

The 3GPP system shall provide means for mitigating linkability and trackability attacks on UAV and UAV controller identities during communications with USS/UTM.

The 3GPP system shall provide means for mitigating linkability and trackability attacks on UAV and UAV controller identities during C2 communications.

Editor’s Note: This requirement may not be possible to solve in all cases – it may be necessary to limit its scope.

The 3GPP system shall enable UAV and UAV controller to preserve the privacy of UAS owner/operator/pilot, including associated PII.
The system shall provide means for mitigating linkability and trackability attacks on broadcast identities in UAV broadcast communications.
End of Changes

